UBND TINH TAY NINH CONG HOA XA HOI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Doclap — Tu do — Hanh phiic

S6:1537  /STTTT-TTGSPH
VIV canh béo 16 hong bao mét zero-day anh
hudng nghiém trong dén Microsoft Exchange

Tay Ninh, ngay10 thang 10 ndm 2022

Kinh gri:
- Van phong Tinh uy;
- Van phong BPoan PBQH va HDND tinh;
- Van phong UBND tinh;
- Céc co quan tham muu, gitip viéc Tinh uy;
- Mit tran T6 qudc va cac Poan thé chinh tri - x3 hoi;
- Céac S¢, ban, nganh tinh;
- Céc huyén, thi, thanh uy tryc thudc Tinh uy;
- UBND céc huyén, thi x, thanh phd.

Thuce hién theo Cong vin sé 1484/CATTT-VNCERTCC ngay 30/9/2022
ctia Cuc An toan thong tin - Bo Thong tin va Truyén thong vé viéc canh béo 16
hong bao mat zero-day anh hudng nghiém trong dén Microsoft Exchange (Théng
tin chi tiét phu luc kém theo).

Nham dam béo an toan thong tin cho hé thdng théng tin cho ngudi dung,
don vi va toan bo hé thong cta tinh, S& Thong tin va Truyén théng dé nghi céc
don vi, dia phuong thuc hién gép cac cong viéc cu thé nhu sau:

1. Kiém tra x4c dinh hé théng phan mém lién quan c6 kha niang bi anh
hudng. Thue hién khic phuc kip thoi theo hudng dan tai phu luc dé tranh nguy co
bi tAn cong.

2. Tang cuong kiém tra, giam sat hé théng mang cua don vi, dia phuong,
khi ¢6 phét hién hoat dong tn cong mang, dénghi lién hé S& Thong tin va Truyén
thong dé phéi hop xtr Iy kip thoi.

Thong tin lién quan dé nghi lién hé Ong Vuong Duy Thanh - Trung tam
Giam sat, diéu hanh kinh t&, x4 hoi tap trung; Dién thoai: 0932624462.

Tran trong./.

Noinhin: KT. GIAM POC
- Nhur trén; PHO GIAM POC
- GD So (blc);

-P.CNTTBCVT;

- Luu: VT, TTGSDH.

Ngu}fsn Trung Hiéu



o PHU LUC ,
Théng tin canh bao 10 hong bao mat zero-day anh hwéng nghiém trong dén
Microsoft Exchange

1.Théng tin vé 16 hong

Ngay 28/09/2022, doingii bao mat cia GTSC congbd viée dang xuét hién
chién dich tAn cong mang c6 chi dichnhim t&i cac co quan, to chirc trong nude
thdng qua viéc khai thac 16 hong bao mat ctia Microsoft Exchange.

Ngay 29/9/2022, trong thong béo ding trén blog, Microsoft cho biét ho
dang diéu tra hai 16 hong zero-day duoc bao céo anh huong dén Microsoft
Exchange Server 2013, 2016 va 2019. Ld hé)ng dau tién, duoc xac dinh 14 CVE-
2022-41040 14 16 hong bao mat SSRF, trong khi 16 hong thir hai dugc xac dinh 13
CVE-2022-41082, cho phép thyc thi ma tir xa (RCE), day 1a 16 hong bao mat
nghiém trong, mot khi khai théc thanh cong, ké tdn cong c6 thé danh quyén kiém
S04t toan bo hé thdng may chii Mail.

2. Huéng din khic phuc

Hién Microsoft chua c6 ban va chinh thic cho 16 hong nay, vi vy dé ngin
chin viéc khai thac 10 hé)ng, doingli quan tri can cau hinh lai may chu theo hudng

dan sau:

Str dung module URL Rewrite dé chin truy van khai théc 16 hong tai
Internet Information Service (11S) Manager

IS Manager -> Default Web Site -> Autodiscover -> URL Rewrite ->
Actions

Manage Application
Browse Application

£ @

g

Actions pane = click Add Rules.
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3. Cong cu hd trg

- Cong cu hd trg phat hi¢n dau hiéu hé théng da bi xdm nhap:
https://github.com/ncsgroupvn/NCSEQScanner/releases
- Cong cu hd tro xac nhan ciu hinh thanh cong may chii dé ngan chan tan
cong: https://github.com/VVNCERT-CC/0dayex-checker/releases

4. Lién kéttham khao

[1]. https://msrc-blog.microsoft.com/2022/09/29/customer-guidance-for-
reported-zero-day-vulnerabilities-in-microsoft-exchange-server

[2]. https://www.gteltsc.vn/blog/canh-bao-chien-dich-tan-cong-su-dung-
lo-hong-zero-day-tren-microsoft-exchange-server-12714.html

[3].https //mww.bleepingcomputer.com/news/security/new-microsoft-
exchange-zero-days-actively-exp lo ited-in-attacks/
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