UBND TINH TAY NINH CONG HOA XA HOI CHU NGHIA VIET NAM

SO THONG TIN VA TRUYEN THONG DPoc 1ap — Tw do — Hanh phic
86:615  /STTTT-TTGSPH . ‘ , .
V& viée canh bao 15 héng bao mat Spring4Shell, Tay Ninh, ngay 27  thang 4 nam 2022

CVE-2022-29464 va trong c4c san pham
Microsoft cong bo thang 4/2022.

Kinh guri:
- Van phong Tinh uy;
- Van phong Poan BPBQH va HDND tinh;
- Véan phong UBND tinh;
- Cac co quan tham muu, gitp viéc Tinh ay;
- Mt tran T6 qudc va cac Poan thé chinh trj - xd hoi;
- Céc S¢, ban, nganh tinh;
- Céc huy¢n, thi, thanh uy;
- UBND céc huyén, thi x4, thanh phé.

Thuc hién theo Cong vin sé 508/CATTT-NCSC, Coéng van sb
430/CATTT-NCSC, Cong van sb 548/CATTT-NCSC ciia Cuc An toan thong tin
- B6 Thong tin va Truyén thong vé viée canh bao céac 16 hong bao mat anh huong
Cao va Nghiém trong (Chi tiét 16 héng trong phu luc kém theo).

Nham dam bao an toan thong tin cho hé thong thong tin cho ngudi dung,
don vi va toan bd hé théng cua tinh, S¢ Thong tin va Truyén thong dé nghi cac
don vi, dia phuong thuc hién gép cac cong viéc cu thé nhu sau:

1. Kiém tra, xac dinh cac thiét bi may tinh, phan mém lién quan c6 kha ning
bi anh huong. Thyc hién cap nhat ban va kip thoi theo huéng dan tai phu luc dé
tranh nguy co bi tdn cong.

2. Tang cudng kiém tra, giam sat hé théng mang cua don vi, dia phuong,
khi c6 phat hién hoat dong tan cong mang, dé nghi lién hé S& Thong tin va Truyén
thong dé phéi hop xir Iy kip thoi.

Thong tin lién quan dé nghi lién hé Ong Vuong Duy Thanh - Trung tam
Giam sat, diéu hanh kinh té, x4 hoi tap trung; Dién thoai: 0932624462.

Tran trong./.
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PHU LUC

THONG TIN CAC LO HONG NGHIEM TRONG TRONG CAC SAN
PHAM MICROSOFT CONG BO THANG 4/2022

1. L hong bao mat CVE-2022-29464

- Mo ta:

L4 hong anh huong dén san pham WSO2 cho phép dbi tuong tan cong thuc
thi ma tir xa trén may chu.

- CVSS: 9.8 (Nghiém trong).

- Anh huéng:

WSO2 API Manager phién ban 2.2.0 tr¢ 1én;

WSO2 Identity Server phién ban 5.2.0 tré 1€n;

WSO0?2 Identity Server Analytics phién ban 5.4.0, 5.4.1, 5.5.0, 5.6.0;

WSO2 Identity Server as Key Manager phién ban 5.3.0 tr¢ 1én;

WSO2 Enterprise Integrator phién ban 6.2.0 tré lén.

- Huéng din khic phuc

Bién phap tot nhat dé khac phuc 16 hong nay 1a nang cap 1én phién ban méi
nhat. Trong trudng hop khong thé nang cap do chua c6 phat hanh phién ban méi
twong Gmg voi phién ban dang str dung, Quy don vi ¢6 thé ap dung cac ban stra 16i
lién quan dya trén cac ban stra 161 d3 cong khai duoc cung cap dudi day:

https://github.com/wso2/carbon-kernel/pull/3152

https://github.com/wso2/carbon-identity-framework/pull/3864

https://github.com/wso2-extensions/identity-carbon-auth-rest/pull/167

Ngoai ra dé giam thiéu nguy co tan cong, Quy don vi ¢ thé thuc hién cac
budc khic phuc thay thé tam thoi nhu sau:

Phién bén bj 4nh huéng Cac budc khac phuc thay the

WSO2 API Manager 2.6.0, 2.5.0, Xéa tat ca mapping defined bén trong
220 FileUploadConfig tag tai:

WSO02 Identity Server 5.8.0, 5.7.0, | /repository/conf/carbon.xml
5.6.0,5.5.0,5.4.1,5.4.0,5.3.0,5.2.0
WSO2 Identity Server as Key
Manager 5.7.0, 5.6.0, 5.5.0, 5.3.0
WSO02 IS Analytics 5.6.0, 5.5.0,
54.1,5.4.0



https://github.com/wso2/carbon-kernel/pull/3152
https://github.com/wso2/carbon-identity-framework/pull/3864
https://github.com/wso2-extensions/identity-carbon-auth-rest/pull/167

2

WSO2 APl Manager 4.0.0, 3.2.0, Thém_ cau hinh dudi day vao
31.0 3.0.0 /repository/conf/deployment.toml

deployment.toml

[[resource.access_control]]
context="(.*)/fileupload/resource(.*)"
secure=false http_method = "all"
[[resource.access_control]]
context="(.*)/fileupload/(.*)"
secure=true http_method = "all
permissions =
[*/permission/protected/"]

WSO2 Identity Server 5.11.0,|1hém cau hinh dudi day vao
5.10.0, 5.9.0 WSO2 Identity Server Irepository/conf/deployment.toml

as Key Manager 5.10.0, 5.9.0 deployment.toml

[[resource.access_control]]
context="(.*)/fileupload/service(.*)"
secure=false http_method = "all"
[[resource.access_control]]
context="(.*)/fileupload/entitlement-
policy(.*)" secure=false http_method =
“all [[resource.access_control]]
context="(.*)/fileupload/resource(.*)"
secure=false http_method = "all"
[[resource.access_control]]
context="(.*)/fileupload/(.*)"
secure=true http_method = "all"
permissions =
["'/permission/protected/"]

WSO2 Enterprise Integrator 6.6.0, Doi véi EI profile, xda mappings trong
650 6.4.0 6.3.0 6.2.0 tép /conf/carbon.xml ra khoi D61 voi

Business process / Broker va Analytics
profiles, thay d6i lai tép carbon.xml cho
cic vi tri twong Ung  sau:
Iwso2/broker/conf/carbon.xmi
Iwso2/businessprocess/conf/carbon.xml
/wso2/anlalytics/conf/carbon.xm
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- Ngudn tham khao: Security Advisory WS02-2021-1738 - WSO2
Platform Security - WS0O2 Documentation

2. L6 hong bao mat Spring4Shell

- M6 ta: L6 hong nay ton tai trong Spring Core, cho phép ddi tuong tan cong
thuc th1 ma tur xa.

- Anh hwéng: tng dung sir dung Spring Core phién ban JDK >= 9.0

- Hwéng kiém tra va khic phuc:

Buéc I: Kiém tra phién ban JDK

Trén méy chu, hiy chay 1énh “java -version” dé kiém tra phién ban JDK dang
chay. Néu phién ban <= 8.0, hé théng Quy don vi khong bi anh huong béi 16 hong
nay.

Buéc 2: Kiém tra viée stir dung Spring Framework

Péi v6i hé thong duoc trién khai dudi dang war package:

- Giai nén war package

- Tim kiém tép jar ¢ dinh dang spring-beans-* jar (vi du: spring-beans
5.3.16.jar) trong tép giai nén. Néu co ton tai, nghia 13 hé théng dang sir dung
Spring framework.

Déi v6i hé thong duoc trién khai dudi dang jar package:

- Giai nén jar package

- Tim kiém tép jar & dinh dang spring-beans-*.jar (vi du: spring-beans
5.3.16.jar) trong tép giai nén. Néu co ton tai, nghia 12 hé théng dang sir dung
Spring framework.

- Néu khong tim thay tép spring-beans-*.jar, hiy tiép tuc tim kiém tép
CachedIntrospectionResults.class trong tép giai nén. Néu ton tai tép nay ching to
hé thdng dang str dung Spring framework.

Burde 3: Phan tich, diéu tra xac nhan 4 Sau khi hoan thanh 2 buéc kiém tra &
trén, cac diéu kién sau dugc dap tng dong thoi s& xac dinh hé théng bi anh hudng
bai 16 hong bao mat nay:

- Phién ban JDK >=9.0

- Str dung Spring framework hoac derived framework.

- Ton tai endpoint st dung chirc ning DataBinder.

Hudng dan khic phuc

Hién tai, chua c6 ban va dé khic phuc 16 hong bao mat néi trén. Vi vay, dé
giam thiéu nguy co bi tAn cong, Quy don vi co thé thuc hién céac bién phap khéc
phuc theo ngudén huéng dan tham khio cia mot sé to chic tai:
https://www.cyberkendra.com/2022/03/springshell-rce-0-dayvulnerability.html

Ngudn tham khao
https://www.cyberkendra.com/2022/03/springshell-rce-0-
dayvulnerability.html



https://docs.wso2.com/display/Security/Security+Advisory+WSO2-2021-1738
https://docs.wso2.com/display/Security/Security+Advisory+WSO2-2021-1738
https://www.cyberkendra.com/2022/03/springshell-rce-0-dayvulnerability.html
https://www.cyberkendra.com/2022/03/springshell-rce-0-dayvulnerability.html
https://www.cyberkendra.com/2022/03/springshell-rce-0-dayvulnerability.html
https://www.cyberkendra.com/2022/03/springshell-rce-0-dayvulnerability.html
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https://www.cyberkendra.com/2022/03/spring4shell-details-and-
exploitcode.ht

3. Cac 10 hdng bao miat c6 mirc anh hwéng Nghiém trong dwoc
Microshoft cong bd trong ngay 12/4/2022:

Mo ta

- L6 héng bao mat CVE-2022-26809 trong RPC Runtime Library cho phép
d6i tugng tAn cong thuc thi ma tir xa véi didc quyén cao trén hé thong bi anh huong.
- 02 156 héng bao mat CVE-2022-24491, CVE-2022-24497 trong Windows
Network File System cho phép d6i tuong tin cong thyc thi ma tir xa véi dic quyén
Ccao.

Céc 16 hong bao mat c6 mirc anh huong Cao:

- L6 hong bao mat CVE-2022-26815 trong Windows DNS Server cho phép
d6i tuong tan cong thyc thi ma tir xa.

- L) hong bao mat CVE-2022-26904 trong Windows User Profile Service
cho phép ddi tuong tin cong thuc hién tin cong nang cao dic quyén. LS hong nay
da c6 ma khai thac cong khai trén Internet.

- L3 hong bao mat CVE-2022-26919 trong Windows LDAP cho phép d6i
tugng tan cong thuc thi ma tir xa.

- L3 hong bao mat CVE-2022-24521 trong Windows Common Log File
System Driver cho phép d6i tuong tan cong thuc hién tan cong nang cao dic quyén

Théng tin chi tiét vé cac 16 hong

STT | CVE | Mb ta Link tham khao
- Pitm CVSS: 9.8
(Nghiém trong)

- L& hong trong RPC
Runtime Library cho phép

cvE. | 901 twong tan cong thyc thi | pyyine: //msre.microsoft.com/update-

| | 2002 |matuxavoidicquyéncao | gige/vylnerability/CVE2022-
26809 trén h¢ thong bi anh hudng. 26809

- Anh huong: Windows
7/8.1/10/11, Windows
Server
2008/2012/2016/2019/20
22,

- Piém CVSS: 7.2 (cao) -
CVE- | L3 hdng trong Windows | https://msrc.microsoft.com/update-
2 2022- | DNS Server cho phép dbi | Qquide/vulnerability/CV E-2022-
24497 | tugng tan cong thuc thi ma 24491

tur xa.



https://www.cyberkendra.com/2022/03/spring4shell-details-and-exploitcode.ht
https://www.cyberkendra.com/2022/03/spring4shell-details-and-exploitcode.ht
https://msrc.microsoft.com/update-guide/vulnerability/CVE2022-26809
https://msrc.microsoft.com/update-guide/vulnerability/CVE2022-26809
https://msrc.microsoft.com/update-guide/vulnerability/CVE2022-26809
https://msrc.microsoft.com/update-guide/vulnerability/CV%20E-2022-24491
https://msrc.microsoft.com/update-guide/vulnerability/CV%20E-2022-24491
https://msrc.microsoft.com/update-guide/vulnerability/CV%20E-2022-24491
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- Anh huéng: Windows
Server
2008/2012/2016/2019/20
22.

CVE-
2022-
24497

- Diém CVSS:
(Nghiém trong)

- Lb hong trong Windows
Network File System cho
phép ddi twong tin cong
thuc thi ma tir xa. - - Anh
huéng: Windows 8.1/10,
Windows Server
2012/2016/2019/2022.

9.8

https://msrc.microsoft.com/update-

guide/vulnerability/CV E-2022-
24497

CVE-
2022-
26815

- biém CVSS: 7.2 (cao)

- L6 hong trong Windows
DNS Server cho phép ddi
tugng tin cong thuc thi ma
tur xa.

- Anh hudng: Windows
Server
2008/2012/2016/2019/20
22.

https://msrc.microsoft.com/update-

guide/vulnerability/CVE-2022-
26815

CVE-
2022-
26904

- Piém CVSS: 8.1 (Cao) -
L5 hong trong Windows
LDAP cho phép dbi tuong
tan cong thuc thi ma tir xa.
- Anh huoéng: Windows
8.1/10/11, Windows
Server
2008/2012/2016/2019/20
22.

https://msrc.microsoft.com/update-

quide/vulnerability/CV E-2022-
26919

CVE-
2022-
26919

- Piém CVSS: 8.1 (Cao)

- Lb hong trong Windows
LDAP cho phép ddi tuong
tan cong thyc thi ma tir xa.
- Anh huong: Windows
8.1/10/11, Windows
Server
2008/2012/2016/2019/20
22.

https://msrc.microsoft.com/update-

qguide/vulnerability/CV E-2022-
26919



https://msrc.microsoft.com/update-guide/vulnerability/CV%20E-2022-24497
https://msrc.microsoft.com/update-guide/vulnerability/CV%20E-2022-24497
https://msrc.microsoft.com/update-guide/vulnerability/CV%20E-2022-24497
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26815
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26815
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26815
https://msrc.microsoft.com/update-guide/vulnerability/CV%20E-2022-26919
https://msrc.microsoft.com/update-guide/vulnerability/CV%20E-2022-26919
https://msrc.microsoft.com/update-guide/vulnerability/CV%20E-2022-26919
https://msrc.microsoft.com/update-guide/vulnerability/CV%20E-2022-26919
https://msrc.microsoft.com/update-guide/vulnerability/CV%20E-2022-26919
https://msrc.microsoft.com/update-guide/vulnerability/CV%20E-2022-26919
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CVE-
7 | 2022-
24521

- Piém CVSS: 7.8 (Cao) -
L3 héng trong Windows
Common Log File System
Driver cho phép dbi tugng
tan cong thuc hién nang
cao dic quyeén.

- Anh hudng: Windows
7/8.1/10/11, Windows
Server
2008/2012/2016/2019/20
22.

https://msrc.microsoft.com/update-

guide/en-US/vulnerability/CVE-
2022-24521

Hwéng khic phuc

Bién phap tdt nhat dé khic phuc 1a cap nhat ban va cho cac 16 héng bao mat
noi trén theo hudng dan ciia hang. Quy don vi tham khao cac ban cép nhat phu
hop cho céc san pham dang str dung tai link ngudn tham khao tai:

1. April 2022 Security Updates - Release Notes - Security Update Guide -

Microsoft
2. Zero Day Initiative — The April 2022 Security Update Review



https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2022-24521
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2022-24521
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2022-24521
https://msrc.microsoft.com/update-guide/releaseNote/2022-Apr
https://msrc.microsoft.com/update-guide/releaseNote/2022-Apr
https://www.zerodayinitiative.com/blog/2022/4/11/the-april-2022-security-update-review
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